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ARTICLE INFO ABSTRACT

The increased awareness by residents of their environment to maintain safe

Article history health states has consequently, birthed the integration of info tech to help
Received April 20, 2024 resolve societal issues. These, and its adopted approaches have become
Revised July 10, 2024 critical and imperative in virtualization to help bridge the lapses in human
Accepted August 02, 2024 mundane tasks and endeavors. Its positive impacts on society cannot be
Available online August 04, 2024 underestimated. Study advances a low-cost wireless sensor-based ensemble

to effectively manage air quality tasks. Thus, we integrate an IoT framework
to effectively monitors environment changes via microcontrollers, sensors,
and blynk to assist users to monitor temperature, humidity, detect the
presence of harmful gases in/out door environs. The blynk provides vital
knowledge to the user. Our AQuaMoAS algorithm makes for an accurate
and user-friendly mode using cloud services to ease monitor and data
visualization. The system was tested at 3 different stages of rainy, sunny and
heat with pollutant via alpha est method. For all functions at varying
conditions, result revealed 70.7% humidity, 29.50C, and 206 ppm on a
sunny day. 51.5% humidity, 20.40C and 198ppm on a rainy, and 43.1
humidity, 45.60C, 199ppm air quality on heat and 66.5% humidity, 30.2
OC and 363 ppm air quality on application of air pollutant were observed.
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1. Introduction

With the fast-paced urbanization, environmental problems have since become of crucial concerns [1]
that needs immediate addressing both to residents and companies [2]. The rise in adoption of technology
especially with the consequent adoption of the Internet of Things (IoT) in every facet of human endeavor
[3] have made it the new frontier to help mitigate environment related and associated hazards. IoTs have
become a significant discourse as it involves the better utilization of resources that are rippled with
sensor-based functions, and their unfettered access cum untethered nature by wires [4] as they provide
businesses with new schemes to enhance monetization [5]. Environmental monitoring has and still
benefits from IoT-based interventions [6]. Studies show that IoT-sensor networks use superior gadgets
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to identify the presence of pollutants both in air and water [7]. And thus, promote better sustainability
measures to healthy-living that ensures purer air-water-quality with safer, cleaner society via smart
environment tracking solution [8]. With closed off area like underground mines, workplace premises,
or rooms — it becomes both critical and essential to hold positive surroundings [9]-[11].

Air and water information, captured via the sensors [12] are dispatched via gateways to provide
residents and workers with an alert mode for early warning [13]. By these, businesses can easily retrieve
knowledge in a user-friendly form via dashboard [14], and analyse such for higher outcomes [15]. Air
quality situation today, requires the careful targeted monitoring of a variety of environmental features
that accounts for solution to such tasks. A technical form display of environmental situations with
ongoing modifications as measured by these sensors, have become vital. IoTs offer an efficient means to
track such [16] efficiently as well as retrieve numerous feature statistics. IoTs have become veritable tools
today, to track changing-environment conditions such as smoke [17], liquid gas [18], carbon gases [19],
air temperature [20], and humidity [21] are the specified indices which are required to be monitored

and investigated to have a complete concept of the encompassing environment .

IoTs adoption and adaptartion have since become a great deal and interactive for the consumer as it
aids global sustainable boom that relies on a variety of societal factors ranging from finance system, high-
quality schools, agriculture, and industries etc all of which plays their role in the improvement of lives
[22]-[25]. Health key feats for sustainable humanity comes from a smooth, pollutants-loose, and threat-
free environment. Thus, its tracking becomes critical to make certain that the citizens of any state can
lead a wholesome lifestyle [26]. Environment tracking includes right making plans and control of
disasters, control varying pollutions and successfully addressing inherent challenges with unhealthy
environ-situations [27]. It resolves water and air pollution, radiation, climate adjustments, earthquake
events, etc as contributed via several factors. Environ tracking must be targeted to resolve these
challenges in order to provision for a wholesome society [28]. Businesses today, that integrate the use of
physical servers with onsite/off-site locations will often profit from low-cost implementation [29]—[31],
reduced maintenance cost, improved simplification that accompanies a virtualized mode [32], [33] of
shared resources. Virtualization enables the expansion of hardware without restrictions that results in

accompanying dearth of possibilities that can be harnessed in one location [34]—[36].

2. Method
2.1. Sensor-Based Networks (SBN): Related Literature

SBN have often been found to be fastidious in their adoption, flexibility of use and extensive in their
adaptation of the wireless virtual technology [37]. Virtualization as used by many systems globally
includes a variety of automation ranging from virtual remote-based light controllers, smart interfaces
etc. At its core is the embedded system that can adjusted with little modification to actualize virtual
assistive techs [38]. These can be retrofitted to fully utilize mobile devices capabilities — enhancing life’s
quality [39]-[41]. With fast-paced advances, SBN provide users with cost-effective, robust, and low-
maintenance solutions [42]—[44].

Kong et al. [45] designed an RFID-based automatic access control system that employed its Universal
Serial Bus (USB) as an effective means to communicate/interface with a host computer machine using
the PIC 16f877A. [46] improved the system via RFID scanner to rule out unauthorized access [47]—
[49]. Pradeepa and Parveen [50] presented a smart home technology using the Bluetooth of a mobile
device. The hardware design for its door-lock system is the combination of an android smartphone
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features such as the taskmaster, Bluetooth module as command agent, Arduino microcontroller was
used as its controller and data processing center, and solenoid door lock [51], [52]. Joshi et al. [53]
focused on the use of SBN and IoTs in fuel stations on a wider utilization. Zawislak et al., [54]
investigated the automatic password-based door locks by utilizing electronic technology to build an
integrated, fully customized home security system at a reasonable cost. The project is useful in keeping
thieves and other sorts of dangers at bay [55]—[58].

Bhavani et al. [59] extended Singh et al. [60] via RFID-based automatic access control system that
used a Universal Serial Bus (USB) to communicate with a host machine via a PIC-16{877A. System
features registration and deletion of IDs makes the system more flexible [61]; But, lacks faculties for
computer vision [62]. Zardi et al., [63] designed a password-protected system controlled by the ATmega-
328. The system was also built so it could be locked via one-key. If the password is matched with a pre-
decided password, then the Arduino simply operates the relay to open the lights and fan. The Arduino
simultaneously operates a DC motor through a motor driver for operating the door [63]-[65].

2.2. Smart Environment Monitoring (SEM) Systems

A smart environmental monitoring system (SEM) is a tool and/or technique that monitors the
quality of the environment. It often explores the use of programs with real-time parameters needed for
monitoring of a variety of forms [66]. The SEM profters solutions to relative humidity, temperature,
frost factor, differential stress, stress, float, lux, and CO2 etc [67]. SEM captures data in a variety of
format that contributes to showing how the world behaves, how living changes and conditions impacts
on it and vice versa, and how all these can be controlled. EM data may be retrieved from nature and
industrial processes (e.g. waste, vehicle emissions etc). The adoption of IoT has traversed a specific range
of use to include smart buildings [68], smart cities [69], and smart industry [70]—[72]. Its use in air
monitor can result in geographical info systems, monitor pollution, and meteorological data to analyze
air pollutants. It can also be used in water monitor analysis, radiological and biological data in water
samples [73], [74].

In tracking, soil grabs are monitored for salinity, contamination, and acidity to research soil pleasant
in farming and to are expecting the capability for erosion, flooding, and threats to environmental
biodiversity [75], [76]. Environmental monitoring includes data tracking and analysis such as traffic
volume, security, resource scarcity trace, city infrastructure, and food security. It can also extend to
monitoring in greenhouse gases (GHGs), which has since today — become the biggest challenge in smart
environs [77]. These massive data need to be sifted, monitored, analyzed, and proactively used to create

solutions for everyday challenges.

The goal of SEM thus, is to help individuals and businesses cope with the rising trends and demands
therein from the unwarranted effects on the environ via smart tracking using key indicators that dictates
and ensures that the health of the society, is well-regulated. Its strategies are performed using a set of
diverse tools and techniques aiming to serve certain functions such as weather forecast, air pollutants
management, water exceptions control, and agriculture monitoring and crop damage evaluation, etc [78].
It seeks to advance favorable environmental situations for earth’s inhabitants [79]. IoTs have eased
tracking of the surroundings for ease of manageability. SEM systems are reported inside the literature
using special sorts of smart sensors, wireless sensor networks (WSNs) [80], and IoT devices; those
devices, communicating through the networks, have helped the environment monitoring as a clever
tracking device, capable of deal with the challenges in variable situations [81]—-[83].
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2.3. Study Motivation
The study is motivated as thus [84]—[87], and seeks to achieve the following:

e Security: To ensure the ensemble is secured from unauthorized access and tampering — we use the
blynk system via the mobile smartphone or over a user firewalled PC. With security a critical
component, it can be applied to other aspects of our daily endeavour.

e  Privacy Integration with IoTs: A key challenge in the deployment of Internet of things (IoT)-based
and enabled systems is that of privacy from adversarial attacks, threat cum unauthorized-to-
compromised access. To enhance user-trust and privacy, such IoT-based mechanisms are linked to
the Internet via smart mobile devices. This is aimed at ensuring the generated system is robust,

productive and innovative.

e Low Cost, Efficient Energy: Deploying for use, virtual keycard door lock system often makes it
energy-efficient, it reduces its implementation cost, and ensures it is at a cheaper cost of
maintenance. While, cheaper maintenance is not a panacea for improved system reliability — its use
is very restrictive so that only a few clients, individuals or organizations can afford it. Biometric
systems often have been found to violate users’ privacy as some users often consider them to be

personally invasive due to loss of anonymity.

Study seeks to deploy a wireless sensor-based air quality monitor ensemble via the IoT-enabled

device(s).

2.4. The Experimental Air Quality Monitor and Alert Ensemble

The existing output design primarily revolves around a seamless and efficient user experience as with
Obruche et al., [12] — an air pollution monitoring system that seeks to monitor the amount of gas in
the air. The system uses blynk as its mobile interface, where outputs are shown using gauges to read the
air conditions. The wireless sensor senses pollutant in the air, it sends the signal to the Arduino
processor, which then transmit, to the analytical module. Then the output is gotten from the gauge.
The more the air is polluted the higher the gauge rises — as in Fig. L.

Pollution Level:
High, Low, Mediu

IHistorical data

Fig. 1. Dataset before applying SMOTE

The proposed wireless sensor-based IoT system is built to monitor air pollution via recognition of
gases as well as monitor the temperature of the environment. It allows users to monitor environ
temperature, humidity and the presence of dangerous gases for both in/out-door uses. The ensemble
consists of the ESP8266 (i.e. node-MCU), sensors and others processing units that aids the ensemble
to accomplish a variety of task [88]. The ESP8266 is responsible for sensor data collection, formatting
the data, and sending it to the sensor gateway. The ESP8266 initiates requests and activates the power

control unit, and ensuring that the appropriate current cum voltages, is set for the activated sensor unit.
—
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The ESP8266 (i.e. node-MCU) then reads the retrieved data from the sensor, and either turns off the
power along the sensor to ensure a low current consumption. The data is stored in the web server [89]
so that a user can get access the information anywhere in the world through an internet connection. In
the proposed work, a web application is will be developed to provide vital information to the user [90].
The user can also set up a notification for critical changes in the sensor data. In comparison to related
works [91], the proposed system is low-cost, accurate, and user-friendly. It is also cloud-based and has
easy monitoring and data visualization modules. Scematic diagram of the experimental system as show
in Fig. 2. Circuitry diagram of the Experimental System show as Fig. 3.

Fig. 2. Scematic diagram of the experimental system

Table 1 shows the confusion matrix before/after the application of SMOTE and agrees with [92],
[93] with outlier effects, which also agrees with [11], [84], [94], [95] that RF outperformed other
benchmark models as it was best in its ability to balance accuracy, recall, and precision successfully. It
also supports the effectiveness and efficiency of the RF ensemble offering a detailed perspective of the
ensemble's performance in differentiating between genuine positives, true negatives, false positives, and

false negatives.

Table 1. Performance metrics of ‘before’ feature selection compared with SMOTE

Test Metrics Conditions Humidity Temparature Air Quality
Heat 43.1 45.6 199
Time Complexity

Gas 66.5 30.2 363
Sensici Heat 51.5 204 198
ensitivity Gas 79.4 243 192
Heat 62 28.7 199

Precision
Gas 70.7 29.5 206

2 Temparat.fe
DHT22 Model S g / R
Gas Sensor (MQI35)a :
Wifi/Internet . = - ;
] T e
Humidity Sensor
Meld 7 Chart o~ N
Humudity
Environment 5
. Monitoring System b _._/\_.
I +<== 33 .
GND ==3GND s
Fig. 3. Circuitry diagram of the Experimental System
|
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The system will run on a mobile platform where it will give its user a friendly interface to interact
and access sensor data from the designed hardware. The blynk platform will be used for the IoT
integration and the Node MCU board will be used to connect the temperature and gas sensor. It values
from these sensors will be shown in a control called a gauge which will enable the readings of data from
sensors. Its mobile platform will alert the user of air pollution when the system senses pollutants in the
air and notify the user when the temperature becomes dangerous to health. The proposed system will
be an IoT-based system built to monitor both air pollution and the temperature of the environment.
The system will run on a mobile platform where it will give its user a friendly interface to interact and
access sensor data from the designed hardware. The blynk platform will be used for the IoT integration
and the Node MCU board will be used to connect the temperature and gas sensor. It values from these
sensors will be shown in a control called a gauge which will enable the readings of data from sensors. Its
mobile platform will alert the user of air pollution when the system senses pollutants in the air and

notify the user when the temperature becomes dangerous to health.

Some major benefits the proposed system offers will include: (a) an enhanced device compatibility,
supports a wide range of NFC-enabled devices for seamless access, (b) advanced security measures,
including two-factor authentication and data encryption, ensure robust protection against unauthorized
access and data breaches, (c) a fail-safe mechanism that provides continuous access control with fault
tolerant features for the system failure or network connectivity, (d) an equally streamlined integration
with existing infrastructure to facilitate efficient data synchronization and operations, (e) an intuitive
user interface that ease management of access permissions, (f) an improved user experience, and (g)

improved security that will therein improve user-trust, confidence level and safeguards personal
information. Algorithm: The AQuaMOAS Algorithm

Step 1: System reads the environment through sensors
Step 2: The system displays the value of the readings on the user interface via blynk
Step 3: If air quality above 300 ppm, then display “Air Pollution Detected”
Else: take readings
Endif
Function Get temperature readings:
Read data from DTHI11 sensor
If sensor data value exist Then
Show temperature and humidity value
Display “Data Readings” in smart Phone and PC app
If temperature value is greater 300C then
Display notification “Temperature is above 300C”
Else-if
Sensor data value does not exist then check connections
End-if
Function: Get Air Quality Readings:
Read data from MQJ5 sensor
If sensor data value exist then
Show air quality value
Display “Data Readings” in smart Phone and PC app
If air quality value is greater 300 ppm then
Display notification “Air Pollution Detected”
Else-if
Quality value does not exist then
Check connections

End-if
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3. Results and Discussion

3.1. Experimental System Performance and Evaluation

Its user interface allows the user to interact with the system, and it determines how commands are
sent or given to the program as well as how much information is to be displayed on the screen [96], [97]
as in Fig. 4.

E3  Air Quality Monitoring onine

Latest - 6 Hours 1Day 1Week 1Month 3 Months Custom

_ " 4

Humidity Chart Temperature Chart

_ T

n
@

® Humidity ® Temperature

Air Quality

Air Quality

228ppm ‘ 228

Fig. 4. Main system control dashboard with gauges for measurement

Fig. 4 shows the output interface of the system with gauges for humidity as measured in percentage,
temperature as measured in degrees, and air quality monior and alert as measured in part per million
(PPM) as used in expressing a completely dilute concentration stage of pollutants inside air, water, and

other fluids. The interface also shows additional charts as sensors read the environment. This agrees
with [98].

The system has been evaluated in different stages. After trying out all the capabilities in one of kind
situations, it suggests a high degree of accuracy and reliability. From the readings, it is seen that a change
in temperature and air quality is observed and read by the system at the different stages of test. The
system yields a 99.5% accuracy in reading the societal conditions of both the heat and gas for the
measures of: (a) precision, (b) sensitivity, and (c) time complexity to reach a solution cum reading at

various times — which is based on the access rights as defined in the web application.

The system was found to have great fault-tolerance and was compatible with a major of the near
feature compatible tags and its accompanying devices. This agrees with [99]. Table 1 also shows
performance result that can allow the wireless sensor ensemble to be integrated on to a variety of other
applications and platforms as embedded system. Making it a more efficient and effective unit to be
integrated on to existing system designs. We also evaluated based on several key metrics to include access
control speed, its reliability, and user convenience respectively as in agreement with. This quick response

time allowed for smooth and efficient access management. This is in agreement with [100]-[102].

3.2. Discussion of Findings

We successfully used an ESP32 controller, a solenoid lock, a web API, and a web app to manage the
access of authorized personnel. It yields several benefits like increased security, efficiency, and
convenience. It eliminates the issues associated with traditional approach [103] and inconvenience of

Geteloma et al. (AQuamoAS: unmasking a wireless sensor-based ensemble...)



ISSN 2829-4998 Applied Engineering and Technology 77
Vol. 3, No. 2, August 2024, pp. 70-85

operations of physical monitoring, and the lack thereof — of real-time access control [104]. The
commercialization of this system will bring consciousness to the inhabited environment. This
consciousness is driving the need to develop a reliable air quality monitoring system in lieu of its
uniqueness to industrial applications [105], [106]. In mining and/or heavy industry, there may be an
opportunity of air infection by way of unique dangerous gases [107].

In such hazardous situations, air quality monitors can potentially save the lives of workers [108]—
[110]; And its deployment on a massive-scale can effectively aid data collection and retrieval, records
control, and minimize all power consumption troubles [111]—[113]. IoT technology is specifically suited
for this sort of need especially with its inherent security schemes against phshing attacks and threats
[114]-[116]. Thus, in this study we presented an IoT-based wireless sensor-based environmental
monitoring and alert framework cum ensemble that successfully monitors the change in a surrounding
using sensors, microcontrollers, and IoT-based technology. Users can monitor temperature, and
humidity, and detect the presence of dangerous gases both within the indoor and outdoor environment
using proposed module [117]. The study has also contributed by demonstrating the inherent potentials
in the use of IoTs/embedded systems to provide innovative solutions to complex problems in various
industries [118]—[120].

4. Conclusion

The air quality monitor system is made from low cost components easily available and is used to
monitor a variety of environmental parameters. This is also in agreement with [121]-[123]. The system
can also be easily adopted and adapted for both indoor and outdoor environmental usage. The proposed
system has been tested several times with different parameters, with successful all round performance in
reachability, availability, throughput, and scalability yielding results that also agrees with [124], [125].

Finally, this device can connect to the gateway via WiFi [126] without many design changes; Thus,
making it suitable for different scenarios [127], [128]. This system is consequently flexible, adaptable,
robust and scalable. In the future, the research work is intended to introduce several machine-learning
techniques that will give more insight to the user. Besides, to manage changes efficiently, the records
can be kept in a secure immutable digital ledger using technologies like Blockchain.
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