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Blockchain technology is relatively young but has the potential to disrupt
several industries. Since the emergence of Bitcoin, also known as
Blockchain 1.0, there has been significant interest in this technology. The
introduction of Ethereum, or Blockchain 2.0, has expanded the types of
data that can be stored on blockchain networks. The increasing popularity
of blockchain technology has given rise to new challenges, such as user
privacy and illicit financial activities, but has also facilitated technical
advancements. Blockchain technology utilizes cryptographic hashes of
user input to record transactions. The public availability of blockchain data
presents a unique opportunity for academics to analyze it and gain a better
understanding of the challenges in blockchain communications.
Researchers have never had access to such an opportunity before.
Therefore, it is crucial to highlight the research problems,
accomplishments, and potential trends and challenges in blockchain
network data analysis and communications. This article aims to examine
and summarize the field of blockchain data analysis and communications.
The review encompasses the fundamental data types, analytical techniques,
architecture, and operations related to blockchain networks. Seven research
challenges are addressed: entity recognition, privacy, risk analysis,
network visualization, network structure, market impact, and transaction
pattern recognition. The latter half of this section discusses future research
directions, opportunities, and challenges based on previous research
limitations.

This is an open-access article under the CC-BY-SA license.

1. Introduction

A revolutionary form of distributed ledger technology, enabled by wireless communications,
facilitates trustworthy transactions in an environment characterized by mutual mistrust, all without the
need for intermediaries. Its anti-counterfeiting and non-tampering capabilities, coupled with the
seamless deployment of smart contracts, differentiate blockchain as a disruptive technology in
comparison to traditional database systems [1], [2]. The secure transfer of goods, data, and services
among companies gains paramount importance in the business cycle, where a vulnerable supply chain
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can have far-reaching consequences across industries. Notably, the healthcare sector faces an
additional risk that directly affects patient health. Throughout the years 2017 to 2020, blockchain
technology consistently secured a spot among the top 10 strategic technologies, as recognized by
Gartner, a prominent IT research and analysis company [3]-[5].

Blockchain, as the underlying technology for digital currencies like Bitcoin, employs
cryptographic procedures to ensure user anonymity while the distributed network verifies and records
all transaction data. This decentralization is crucial for credible transactions, and there are three main
types of blockchains: public chains (e.g., Bitcoin, Ethereum), consortium chains, and private chains.
Public chains allow nodes to freely join or leave the network, providing easy access to blockchain
data. This transparency and immutability make them ideal for applications where trust is paramount,
such as cryptocurrencies. Consortium chains, in contrast, are semi-decentralized and restrict access to
trusted nodes or organizations. They strike a balance between decentralization and control, making
them attractive for use in industries like supply chain management. Private chains, on the other hand,
are fully centralized and only accessible to authorized entities. They prioritize security and efficiency,
making them suitable for sensitive applications within organizations. The availability of public
blockchain data offers a unique opportunity for data analysts to explore the system's functionality.
With substantial user bases and significant transaction volumes on public networks like Bitcoin and
Ethereum, studying blockchain-based data analysis becomes crucial and valuable. However,
analyzing blockchain data presents challenges due to the decentralized and anonymous nature of the
system. Developing data analysis techniques based on anonymous networks becomes essential for
effective blockchain data analysis. As blockchain technology is still in its early stages, and mature
blockchain application projects are limited, data analysis based on blockchain remains exploratory.
Nonetheless, comprehending the distinct characteristics and differences among public, consortium,
and private chains is vital in determining their suitability for various use cases and industries [6]-[16].

Existing literature [17] primarily focuses on mature blockchains with substantial data, such as
Bitcoin and Ethereum, which have garnered significant attention due to their long-standing presence.
While numerous reviews on blockchain technology exist, covering technical architecture, consensus
mechanisms, security and privacy concerns, attack issues, and application status, there is a dearth of
relevant reports on the progress of blockchain data analysis [18]. This paper aims to compare and
analyze the existing literature [19] on data analysis of Bitcoin and Ethereum, summarizing the two
typical types of blockchain data and the corresponding analysis methods. Furthermore, it presents
seven major research problems and progress in blockchain data analysis. The insights provided can
serve as references and contribute to ongoing research on blockchain technology.

The integration of Information Science and Blockchain technology assumes a pivotal role in
accurately identifying the most suitable indicators in the given context. Notably, information scientists
have made significant advancements by creating an automated trading system within the MetaTrader5
platform, leveraging automated operators. This system significantly enhances the speed of decision-
making and forecasting processes, as it effectively follows trading indicators that are meticulously
programmed using the MQL code through MetaTrader Editors. The transition towards automated
systems arises from the well-established observation that human traders are vulnerable to emotional
biases, while machines demonstrate superior control and objectivity in executing trading strategies.
The utilization of automated systems represents a groundbreaking development in the domain of
algorithmic trading, supplanting traditional human-based approaches with more reliable and accurate
methodologies. By relying on machine-driven decisions, this cutting-edge technology exhibits the
potential to revolutionize financial markets and bolster trading efficiency. It is worth emphasizing that
the continuous evolution of such systems promises even more refined and sophisticated solutions,
contributing to the advancement of trading practices and yielding tangible benefits for traders and
investors alike [20], [21].

According to the researchers in [22], blockchain and cryptocurrency offer both economic
potential and risks on the internet. The authors have classified various cryptocurrencies and
investigated the current and future economies of Bitcoin and blockchain. The researchers have also
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explored the differences between cryptocurrencies and traditional cash, while examining statistics
related to cryptocurrency research publication ratings and capitalization. Their study thoroughly
examines the uses of cryptocurrencies and assesses their risks and benefits. Additionally, it discusses
the global legal impact of cryptocurrencies. According to the study's authors, these technologies pose
threats to financial markets and cryptocurrency exchanges but also hold the potential for digital
economy growth. The report recommends mitigating the hazards associated with Bitcoin and
blockchain on the 4.0 Industrial Platform in the Digital World. It presents data on cryptocurrency
capitalization movements, rankings, and statistical analysis of scientific papers. The study focuses on
various aspects of cryptocurrencies, including online and financial crypto assets. Furthermore, it
addresses the challenges of global cryptocurrency law.

Blockchain technology has the potential to disrupt industries and has gained significant interest
since the emergence of Bitcoin (blockchain 1.0) and Ethereum (blockchain 2.0). It presents
opportunities for academic analysis but also raises challenges like user privacy and illicit activities.
This article reviews blockchain data analysis, covering fundamentals and addressing seven research
challenges. Future research directions and challenges are also discussed.

2. Blockchain Basics

In the present, we are overwhelmed by an abundance of data, but the authenticity and reliability
of this data remain uncertain. However, blockchain technology possesses a unique mechanism that
endows its data with the crucial attribute of “trust,” making information derived from blockchain data
analysis highly valuable. To comprehend the reasons behind the trustworthiness of blockchain data,
this chapter aims to outline the fundamental architecture of blockchain and delve into an analysis of
the key technologies that contribute to the credibility of blockchain data.

2.1. Blockchain Architecture

In 2008, a researcher known by the pseudonym “Satoshi Nakamoto” published a groundbreaking
paper on Bitcoin in the cryptography mailing group [23]. In January 2009, the initial version of Bitcoin
was successfully implemented. Over time, Bitcoin gained widespread attention and popularity, owing
to its exceptional qualities, making it a favored asset in the financial market. Blockchain technology,
the underlying framework supporting cryptocurrencies like Bitcoin, has become a subject of interest
[24]. Although there is no universally accepted definition for blockchain, in October 2016, China's
Ministry of Industry and Information Technology released the China Blockchain Technology and
Application Development White Paper, which defined blockchain as a new form of computing that
encompasses a distributed ledger, a consensus process, an encryption algorithm, and a point-to-point
transmission protocol [25], [26].

The white paper further divided the smart contract architecture into various layers, namely the
data layer, transport layer, main body, verification layer, execution layer, and application layer. The
data layer serves as the storage for blockchain data and communicates with the transport layer through
an API to facilitate data transfer to the smart contract body. In certain commercial applications, the
presence of coins or incentives may not be necessary, leading to the absence of an incentive layer. In
terms of privacy, the design of blockchain incorporates three layers: network, transaction, and
application [26], [27]. From a data analysis perspective, this study describes the structure of
blockchain as a three-horizontal and one-vertical arrangement, as exhibited in Fig. 1.

The three horizontal sections in the diagram not only represent the abstraction of blockchain data
types but also signify the three developmental stages of blockchain. The bottom layer, known as the
transaction layer, corresponds to the blockchain 1.0 stage exemplified by Bitcoin. Transactions serve
as the mechanism for updating existing blocks of information and are the fundamental building blocks
of the blockchain. Blockchain 1.0 primarily focuses on recording transactions and ensuring the global
uniqueness and data integrity of the Bitcoin blockchain itself. Above the transaction layer is the
cryptographic protocol layer, which acts as the intermediate layer [28].
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Fig. 1. The blockchain framework

Digitizing contractual terms led to the emergence of “smart contracts.” A smart contract is
essentially a computer program that becomes operational when predefined conditions are met.
Leveraging the essential characteristics of blockchain data, such as immutability, integrity, and
trustworthiness, smart contracts based on blockchain data have become a natural choice [29]. The
integration of blockchains and smart contracts is often referred to as blockchain 2.0. Another type of
data included in blockchain 2.0 is contract data, which encompasses smart contracts. It is worth noting
that smart contracts are closely tied to transactions, as the implementation and execution of smart
contracts generate transaction data. At the topmost layer of the stack lies the application layer,
representing the apps of Blockchain 3.0. The contract layer is depicted as a dashed line in the diagram,
indicating that apps can be designed either on top of smart contracts or without relying on smart
contracts. An example of this would be applications built on the Bitcoin blockchain. The scarcity of
authentic use cases and application data is due to the relative immaturity of blockchain technology,
which is still in its early stages [30], [31].

The presence of a single vertical line indicates that blockchain is utilized in a decentralized
environment. Each of the three levels of the blockchain is distributed since the distributed nature of
the blockchain spans across all three levels. For instance, smart contract data is stored on every node
within a distributed system. When a node receives a transaction initiating a contract process, it is
responsible for executing the necessary contract based on the data stored in its own copy of the
blockchain and transmitting the resulting operation. Due to the consensus mechanism, the data from
the remote network remain synchronized with the data from the local network. In a typical
implementation, the distributed network architecture supporting a blockchain comprises a significant
number of nodes. Each node may have distinct responsibilities within the network, such as wallet
management, mining (competition for accounting rights), full block data storage, and routing. Nodes
often perform tasks unrelated to their primary function. Even if a node's main purpose is wallet
implementation, it still needs to be connected to other nodes for broadcasting and validating
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transactions. This aspect of the process is referred to as the routing function. Owing to resource
limitations, it is usually sufficient to maintain only the blockchain headers rather than the entire block's
worth of data. A node that performs all four functions is called a complete node, and a mining node
typically becomes fully functional after fulfilling all assigned tasks and responsibilities. Full nodes
play a critical role in the network's support and maintenance infrastructure due to their ability to fulfill
all functions. In the subsequent discussion, unless specified otherwise, the term “node” refers
specifically to this type of full node [32].

2.2. Key Technologies of Blockchain

The blockchain, in a distributed ledger database, can be viewed as a digital accounting system,
distinguished by its central concept of “non-tampering.” The immutability of data stored in a
blockchain establishes its inherent trustworthiness. The main challenge in establishing an immutable
ledger within a decentralized environment is determining how to organize the data in a way that
prevents tampering and achieves consensus among all participants regarding the state of the ledger.
These challenges can be addressed through the use of data structures and consensus mechanisms. For
instance, the Bitcoin network demonstrates two essential technologies. The data structure of the
blockchain determines its ability to track accounts and transactions, often utilizing Merkle trees to
structure the listing of accounts and transactions [33]. Each node in a Merkle tree, or hash tree,
possesses hash values. Fig. 2 illustrates the Merkle tree data structure employed in Bitcoin. When a
Bitcoin transaction occurs, the node arranges the transactions based on their receiving order or
transaction fees and computes a hash value for each transaction using a hash operation. This value
serves as the hash of a Merkle leaf node. By repeatedly combining these values, fresh hash values can
be generated. The root node (Merkle root) of the Merkle tree represents transactions for a specific
period. Any modification to a transaction (such as address or amount) or changes in its order would
result in a different root node. In Ethereum, the transaction is replaced with the account for smart
contract facilitation. When the account status changes, the hash value also changes, consequently
altering the root node of the Merkle tree. Recalculating the Merkle tree node in the corresponding
block after a transactional or account status change should yield the same result as before. To protect
blockchain data from modification, the initial step involves creating a “snapshot” at the root of the
Merkle tree [33], [34].

Non-Leaf Nodes

Leaf Nodes Leaf Nodes

Transaction ID A Transaction ID B Transaction ID C Transaction ID D
Fig. 2. Merkle tree structure

Merkle Trees, widely utilized in various computer science applications, including blockchain
technology, offer several advantages, including the Simplified Payment Verification (SPV) feature.
They enhance the effectiveness and security of data within networks like Bitcoin, providing a reliable
and secure method for running and verifying blockchains. By utilizing a Merkle Tree database, block
contents are securely divided, ensuring integrity and protection against loss, damage, or tampering.
This data management technique allows for the validation of specific transactions without the need to
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download the entire terabytes-sized blockchain. The Merkle tree is a mathematical data structure based
on hashing that serves as a summary of all transactions within a block, as shown in Fig. 3. It offers a
decentralized and efficient approach to verify data accuracy. Given their unique characteristics,
Merkle trees play a crucial role in enhancing the security and efficiency of encrypting blockchain data,
particularly in Peer-to-Peer (P2P) networks where information exchange and independent evaluation
are necessary. Merkle trees have a binary tree structure, with the top hash known as the “Root” and
the transactional data hashes in the bottom row referred to as “Leaf Nodes.” While most hash tree
implementations are binary, with each node having two child nodes, Merkle trees have the flexibility
to accommodate any number of child nodes without limitations [35].
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Fig. 3. Abbreviated Bitcoin blockchain data structure

As mentioned previously, the Merkle tree plays a pivotal role in enabling the efficient verification
of transactions and significantly enhances the security of blockchain data. By employing a hierarchical
structure of cryptographic hash functions, the Merkle tree condenses vast amounts of transactional
data into a single root hash, representing the entire set of transactions within a given block. This
condensed representation not only reduces the storage requirements but also expedites the verification
process. When a new transaction is added to the blockchain, only the relevant branches of the Merkle
tree need to be recalculated, rather than recomputing the entire tree. As a result, the verification process
becomes much faster and resource-efficient. Moreover, the Merkle tree enhances the security of
blockchain data through its inherent immutability. Any alteration or tampering of a single transaction
within the block would lead to a mismatch in the root hash, causing the entire Merkle tree to be invalid.
Since each block's hash includes the hash of the previous block, any modification in a block would
create a domino effect, altering subsequent block hashes, thus rendering the entire blockchain
inconsistent. This property ensures the integrity of the blockchain, making it highly resistant to
tampering and unauthorized modifications. Merkle tree's implementation in blockchain technology
optimizes the verification process, reduces resource consumption, and enhances data security. Its
efficient structure contributes to the scalability and reliability of blockchain networks, making it a
fundamental component for building robust and secure decentralized systems [36].

3. Blockchain Data Types

The foundation of blockchain data gathering is an appreciation for the various forms that
blockchain data might take. Considering this, this section provides an overview of the features and
formats of data found in blockchains. The three tiers of blockchain technology are distinct from one
another and are evolving independently of one another. At the moment, the market is concerned with
and has matured implementations of both Bitcoin's blockchain 1.0 and Ethereum's blockchain 2.0.
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Therefore, the following will provide an overview of the most crucial forms of information in the
present phase of the game: transaction data or contract data and the other types.

In the realm of blockchain technology, a variety of data types are employed to represent and store
information on the decentralized ledger. These distinct blockchain data types include [37]-[40]:

a) Transaction Data: This data type is instrumental in encapsulating the particulars of a specific
transaction within the blockchain. It typically encompasses essential information such as the
sender's address, the recipient's address, the amount of cryptocurrency transferred, a unique
transaction 1D, timestamp, and the status of the transaction.

b) Block Data: Blocks are fundamental units that house groups of transactions. Block data
incorporates a distinctive block header, a reference to the preceding block (establishing the
backbone of the blockchain), a root hash derived from the Merkle tree, and a nonce value
employed in proof-of-work consensus mechanisms.

¢) Smart Contract Data: Smart contracts, constituting self-executing agreements with predefined
rules encoded in code, rely on this data type. It comprises the contract code, its current state, the
contract address, and relevant execution details. Smart contracts are integral to Blockchain 2.0,
representing pieces of code that execute based on pre-defined conditions. Ethereum, the leading
smart contract platform, implements smart contract data through its Turing-complete virtual
machine (EVM) and offers high-level languages like Solidity for easier contract writing. The
data associated with smart contracts includes code data (source code and bytecode) and
transaction data. However, due to anonymity requirements, only bytecode is typically provided
when deploying a smart contract, limiting access to the source code. Researchers face challenges
in analyzing bytecode data, but techniques like decompilation into virtual machine opcodes can
help study contract functionality and potential vulnerabilities. Research on smart contracts is
still in its early stages, with many aspects, including contract functionalities and
interrelationships, yet to be explored.

d) Address Data: In the context of blockchain, addresses are deployed to represent the identities of
participants, encompassing users or nodes. Address data typically comprises a combination of
alphanumeric characters and functions as a reference point for the initiation and reception of
transactions.

e) Consensus Data: This data type encompasses information pertinent to the consensus mechanism
deployed to ascertain the validity of transactions and blocks. For instance, in proof-of-work
blockchains, consensus data would include the difficulty level and the nonce value.

f) Metadata: Blockchain systems frequently incorporate additional metadata to enhance data
traceability and verification. Timestamps, digital signatures, or data pertaining to the network
state are instances of such metadata.

The employment of these diverse blockchain data types plays a pivotal role in safeguarding the
integrity, security, and overall functionality of the blockchain network. By facilitating the
decentralized and immutable organization and management of data, blockchain technology
establishes an environment that enables trustless and transparent transactions among participants.

4. Research Status and Progress

In this section, we will discuss the most significant concerns and recent advancements in
analyzing blockchain data. We will review the relevant literature on this subject and present a
summary of seven areas of study in blockchain data analysis: entity recognition, assessing the potential
breach of personal privacy, mapping the operational dynamics of a network, identifying suspicious
payments, evaluating market impact, and identifying and analyzing illegal activities. These seven
areas of study are interconnected, as illustrated in Fig. 4. Solid arrows in the figure indicate that the
research question represented at the originating end of the arrow supports the investigation of the
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problem represented at the end of the arrow, or the originating end serves as the foundation for the
end. The expertise of the research question represented at a certain angle end is the issue represented
at the end, indicating the relationship between the whole and its parts. Additionally, the double-headed
arrows in the figure demonstrate that the research of the whole supports the research of the parts [41],
[42].

—» Support

Entity Idenfify | - * Specialization
*—* typ sides of the
same prehlem

Privacy Disclosure

Risk Analysis Metwork Visualization

Market Effect Transaction Pattern Illegal Behavior

Recognition Detection

Analysis

Fig. 4. Research problems and their relationship

4.1. Entity Recognition

Given that Bitcoin transactions are anonymous and can involve multiple inputs and outputs, it is
natural to question whether it is possible to determine which addresses belong to the same user by
examining their transaction history. The literature [43] commonly assumes that the identified entity is
an entity rather than a user due to the absence of a method to confirm the distinction. Entities can
include users, institutions, and others. However, it is important to note that a single user or
organization may have control over multiple distinct entities. Common input methods and dynamic
address methods are two examples of heuristic approaches used in published research [44] to discover
probable entities. When many input addresses are used in a single transaction, the "common input"
technique can be used to determine which input addresses share a "common input." Bitcoin requires
you first to obtain the private key associated with a specific address before allowing you to transmit
money to that address. Because users rarely reveal their private keys, the addresses used in a
transaction's inputs are almost certainly associated with the same people or organisation. However,
the literature [45] takes a different approach by investigating Bitcoin transactions using the Petri net
theory rather than the method mentioned above. The addresses and transactions are converted into a
matrix representation of the Petri net so that matrix operations can be used to examine a number of
Bitcoin concerns such as entity recognition. Because of its simplicity, this method can be used to
efficiently analyse a wide range of situations in a short period of time. As the number of transactions
increases, the matrix dimensions become unmanageably large, which is a problem of this method
when implemented,; this is a negative of this approach. This technigue has several problems, the most
significant of which is that each transaction is represented by a column in the matrix, whereas each
address is represented by a row.

Regardless of the method used to identify entities, it becomes evident that as the number of
transactions in the Bitcoin system increases, the number of entities and corresponding addresses also
grows. The size of entities can somewhat reflect the nature of the entities, and the number of entities
can indicate the number of users in the system. For instance, an entity corresponding to a common
user tends to be small, while an entity linked to an online wallet may consist of multiple addresses. It
is important to note that this heuristic method is not foolproof, and its use poses risks to Bitcoin's
anonymity. To enhance anonymity, solutions such as CoinJoin, MixCoin, and BlindCoin have been
proposed. Additionally, literature [46] explores the effectiveness of this approach. The author first
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employs the method to identify numerous super entities containing at least one thousand addresses.
Through analysis, it is discovered that these super entities are associated with specific services, such
as wallet services, which commonly reuse addresses to serve customers. Address reuse not only
generates super entities but also compromises the privacy of service providers and users. However,
the author notes that certain services, like the well-known bitcoin wallet and transaction provider
Coinbase, completely avoid this issue, and no corresponding super entity exists. This highlights that
the correspondence between entities and users cannot be solely determined based on the common
input method, as a user may have multiple corresponding entities. Building upon the common input
and change address heuristics, literature [47] proposes a community discovery method to further
aggregate entities. The author conducts experiments to compare the effectiveness of different heuristic
methods in entity recognition. The experimental results indicate that using the common input method
alone achieves better recognition accuracy but has a low recall rate. Conversely, relying solely on the
change address method results in the lowest accuracy. However, when combining all heuristics,
although the accuracy decreases significantly, the recall reaches the highest level. This demonstrates
that the communities discovered through the community discovery method are unlikely to belong to
the same entity. Nevertheless, this method can uncover potential entities that ordinary heuristic
methods may fail to identify. In order to improve the degree of entity aggregation established using
the common input method, identifying change addresses among multiple output addresses of a
transaction is crucial. Several heuristics exist for change address identification. The most
straightforward approach is to consider the sole new address among the two output addresses of a
transaction as the change address [48].

4.2. Risk Analysis of Privacy Leakage

The purpose of entity recognition is to identify all addresses in the system owned by the same
entity. While this presents a security concern, it is impossible to link an address to a real person as it
is merely a meaningless alias. However, it is reasonable to assume that if we have access to one user's
address information, we have access to all of their addresses, along with their account activity, balance,
and other private data. The goal of leakage risk analysis is to address questions such as “How can we
link scheme entities to real entities?” and “What can we learn about a user's email when we have
additional information about them?”. In terms of obtaining truthful entity information, the researchers
in [49] employs heuristic methods to aggregate 12,056,684 addresses into 3,383,904 entities and then
labels 2,197 of them by purchasing products and services from online merchants that accept Bitcoin
payments. Labeling addresses through transactions can be precise but expensive. Some users
voluntarily disclose their bitcoin addresses on forums, and organizations publish their bitcoin donation
addresses, unintentionally divulging their address information. Labels for addresses are obtained
through various communities and networks, which is a cost-effective method. Regarding the extent to
which address information can be obtained based on additional information, the current analysis
method is as follows: Firstly, based on the obtained entity information, transaction data is represented
by a 5-tuple (S, R, M, V, T). A 5-tuple signifies that the transaction sender S sent a total amount of M
coins to the receiver R at time T, with the corresponding value in legal currency being V. Secondly, it
is assumed that the sender in the 5-tuple cannot be known, but the other four pieces of information
may be exposed. Therefore, by querying blockchain data with the help of the other four pieces of
information, the address information of the transaction sender can be obtained. This assumption is
reasonable since users naturally protect their account information during payments, but other elements
of a transaction may be exposed. Subsequently, latter customers can easily learn information about
previous customers, such as payment amounts and times. Moreover, merchants may publicly display
their address information for accepting payments. Based on these assumptions, the researchers in [50]
analyzed the Bitcoin ledger and revealed that if a user inadvertently leaks payment amount
information, an eavesdropper can analyze and find all transactions with similar amounts within the
corresponding time window, thereby obtaining the corresponding address. Before 2012, around ten
addresses could be found. Of course, if combined with additional information, the likelihood of
finding a specific address would increase.
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Various techniques exist for assessing user privacy in the Bitcoin blockchain system, and many
Bitcoin-based businesses offer different methods to preserve user privacy and wallet security.
However, according to research involving 990 Bitcoin users, only 46% utilize web-based privacy and
security-preserving services, with half of the users having access to only one such service.
Additionally, many people are unaware of the privacy issues associated with Bitcoin and only utilize
a subset of available services. Furthermore, 22% of users reported losing bitcoins due to security and
operational concerns. This scenario highlights the limited understanding among most Bitcoin users
regarding this new phenomenon, which can easily contribute to unlawful and criminal activities [51].

4.3. Network Portrait

The Bitcoin main chain has mined over 500,000 blocks, encompassing more than 150GB of
transaction data in recent years. When faced with such a significant volume of transaction data, it is
natural to question the number of users involved, their characteristics, and whether this extensive
payment network exhibits the traits of a complex network as a whole. Additionally, how is Bitcoin
distributed among users as an “asset,” and does it adhere to general economic regulations? This line
of research, which explores aspects of the entire network, is known as network profiling. The
following sections outline some recent developments in Bitcoin network profiling. Activity Profile:
In order to understand the transformation of the Bitcoin community from an early coder's
“experiment” to a vast cryptocurrency empire, numerous studies have examined the network's
activities and dynamic changes. One study analyzed all transaction data in Bitcoin before May 2012
using the common input heuristic method, and it identified 1,851,544 entities with more than two
addresses from a total of 3,730,218 addresses [52]-[53].

Service Portrait: The anonymous and expansive nature of the Bitcoin network often leaves people
perplexed about the types of services and transactions that exist within it. To address this question,
researchers have obtained information on many addresses corresponding to Bitcoin-based services
such as mining pools, wallets, currency exchange services, and gambling by purchasing items and
services. Network Characteristics: Early research on the Bitcoin network revealed power-law
characteristics in the transaction network [54].

In complex network analysis, the preference attachment theory is often employed to explain why
various network properties exhibit power-law distributions. In economics, preference attachment is
also known as the “Matthew effect” or the phenomenon of the rich getting richer. As Bitcoin can be
viewed as an asset, examining whether this phenomenon exists is an intriguing topic. Some literature
has analyzed the Matthew effect in different periods within the Bitcoin system, and the findings
indicate a clear wealth aggregation effect within the currency network—essentially, the rich tend to
get richer [55].

4.4, Network Visualization

Keeping pace with the increasing number of transactions recorded on the blockchain signifies
the growing acceptance of this distributed ledger technology. Researching methods for visualizing
transaction networks is crucial in the face of a massive and continually expanding network. Numerous
studies have been conducted on this topic. The literature serves as a foundation for blockchain graph
mining by analyzing the distinctive graph structure embedded in each blockchain transaction and
introducing properties specific to blockchains like Bitcoin and Ethereum [56].

One reference introduces Bit-Coin View, a network visualization system that enables
straightforward, real-time monitoring of Bitcoin transactions. This framework introduces the concept
of “purity,” making it easier to identify mixed currency transactions and conduct real-time monitoring
of potential money laundering activities within the Bitcoin network.

Graph-Sense, when applied to the blockchain, allows users to perform tasks such as monitoring
monetary flows, implementing automatic entity recognition, and investigating unusual patterns in
network transactions through graphical analysis. Reference describes a visual monitoring system
designed to detect abnormal human or algorithmic activity in Bitcoin transactions. This technology
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enables the identification of abnormal transaction patterns, such as money laundering within the
Bitcoin system, and various offensive behaviors within the blockchain, including parasite transaction
attacks. While most research has focused on Bitcoin's network, a group has developed a Scala-based
open-source framework capable of examining both Bitcoin and Ethereum, the two largest blockchains,
simultaneously [57]-[59].

4.5. Market Effect Analysis

The cryptocurrency represented by Bitcoin not only records the details of system transactions on
a distributed ledger known as the blockchain, but it also: The eye-catching data is the exchange price
between the cryptocurrency and the fiat currency, commonly referred to as the price of the
cryptocurrency. As of the time of writing, coinmarketcap.com records 19,490 cryptocurrencies with
526 corresponding exchanges. The total market value of the cryptocurrency market exceeds $1.2
trillion, with Bitcoin being the dominant cryptocurrency valued at nearly $700 billion. The top three
cryptocurrencies by market capitalization are Bitcoin, Ethereum, and Tether Coin, collectively
accounting for over 60% of the entire cryptocurrency market. Fig. 5 illustrates the significant market
growth, differentiating between Bitcoin and other cryptocurrencies. At the start of the year, Bitcoin
represented 88% of the market share. However, by December, its market share had dropped to below
40% [60]. A general review of the widely used price influencing factors, which can be divided into
six categories, is presented in Table 1. While the evolution of blockchain: key aspects and
developments from 2017 to 2022 is presented in Table 2.
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Fig. 5. Synoptic cryptocurrency market capitalization

4.6. Transaction Pattern Recognition

Bitcoin is decentralized and anonymous compared to more traditional payment mechanisms, such
as banks. The emergence of certain characteristics of human payment behaviour in anonymous
situations is an intriguing subject. However, due to Bitcoin's anonymous features facilitating unlawful
activities like money laundering and fraud, it is important to identify unusual trends in the blockchain's
transaction logs to uncover criminal activity. In the following sections, we describe various relevant
studies that focus on identifying and analyzing Bitcoin transaction trends to find solutions to these
issues. These studies encompass activities such as gambling and smuggling, which are known to be
unlawful, but it is likely that many more illegal activities have yet to be uncovered. Therefore, it is
crucial not only for the development of blockchain technology but also for the legislation and
regulation of the blockchain industry to be able to identify illegal activities using blockchain data. The
next part of this article will discuss the studies conducted on combating money laundering and fraud
using blockchain technology. If M does not accept and return bitcoins from the same address, the flow
of funds relationship is broken. M uses four addresses to accept mixed currency input, but in reality,
he could use one address to accept all inputs in the same transaction. Although there are multiple ways
to mix coins, after the coins are mixed, not only does the heuristic method based on common input
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become invalid, but the attribution of the output address cannot be determined. In the example shown
in Fig. 6, even if we know that a certain user (such as A) participated in the mixed currency transaction,
we cannot determine which one of A’, B’, C’, and D’ belongs to the user because the four addresses
appear to be identical [67], [68].

Table 1. Widely used price influencing factors can be divided into 6 categories [61]-[63]

Factors Influencing

Are the main force in maintaining cryptocurrencies, and they are also the initial holders of cryptocurrencies. Their
behavior will inevitably affect the price. There are many indicators that can reflect the behavior of absenteeism, such
as hash ratio (representing miners’ computing power input), transaction Fees, mining rewards, etc.

The setup of a cryptocurrency system is an important factor that affects the price of a currency. Taking Bitcoin as an
example, its coin supply has been preset to be close to 1.2 trillion coins, its mining difficulty is adjusted every 2016
blocks, and the mining reward is reduced by half every 210,000 blocks. Settings and dynamics can affect the supply
of a cryptocurrency and thus ultimately its price
Since Bitcoin has entered a mature stage from the early miner era and the illegal era dominated by gambling and
black-market transactions [30], its participants are becoming more and more extensive and diverse. Therefore, the
degree of user participation and participation methods must also be price-dependent. influencing factors. The main

Miner factors

System factors

User factors data indicators in this part come from blockchain data: such as the number of addresses, the number of entities,
transaction volume, and transaction value. In addition, after constructing a transaction network with entities, many
indicators can be obtained from the perspective of complex networks that reflect the activity and transaction patterns
of users participating in transactions in the network
. Due to the particularity of cryptocurrencies, they are greatly affected by policies. In addition, typical events in the
Policy and - - : Lo T
event factors cryptocurrency field, such as vulnerability attacks (DAO attacks), platform failures, etc. will inevitably have a huge

impact on prices
Internet search popularity and other factors reflect the degree of “pursuit” of ordinary netizens for cryptocurrencies,
as well as the potential user scale and market sentiment of cryptocurrencies, which are also potential indicators
Competition and substitution factors. As mentioned earlier, there are currently 19,490 altcoins in the cryptocurrency

Network factors

Competition market. Among the thousands of cryptocurrencies, some have completely different philosophies, but many more
and substitution may just be improvements to the classics to some extent. Therefore, the prices between coins must also have a
factors relationship of mutual influence and substitution. In addition, as an asset, cryptocurrencies may also compete or

substitute with traditional assets such as gold and oil.

Table 2. Evolution of blockchain: key aspects and developments from 2017 to 2022 [64]-[66]

Year Key Aspect 2017 2018 2019 2020 2021 2022
Wht;{:ac;;g; 8; 2::00;# i Acknowleng_mer)t of kEhe groundbreaking ) ) ) ) )
Nakamoto itcoin whitepaper
Blockchain Development Bitcoin gains Widzzz(r;tead attention as an ) ) ) ) )
2017 Definition of Blockchain No industry-wide definition of blockchain - - - - -
Technology
China Blockchain Technology and
China's White Paper on Application Development White Paper
Blockchain Technology released, providing a definition of
blockchain
Emergence of Smart Smart contracts gain prominence as digitized
2018 Contracts ) contractual terms
Concept of Blockchain 2.0 Integration of block_chalns and smart
’ contracts discussed
Three Horizontal Structure  Introduction of the three-horizontal structure
2019 of Blockchain ) of blockchai_n
Development Stages of Blockchain 1.0 (transaction layer) and
Blockchain Blockchain 2.0 (smart contracts) discussed
Privacy Layers in - . . .
2020 Blockchain Design Privacy layers in blockchain design explored
Scarcity of Authentic Use Immaturity of blockchain technology leads
Cases to a lack of authentic use cases
2021 Focus on Data Analysis Emphasis on data analysis in blockchain and
and Types description of data types
Distributed Nature of The distributed nature of blockchain across
2022 Blockchain_ . ) aII_IeveIs discusged )
Roles and Responsibilities  Different functions of nodes in a blockchain
of Nodes network examined

To find anti-money laundering measures for Bitcoin, numerous experiments were conducted in
the literature using blockchain data by participating in mixing services provided by Bitcoin Fog, Bit
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Laundry, and Blockchain.info. While transactions can still be tracked, mixing services based on
Bitcoin Fog and Blockchain.info are no longer traceable. Furthermore, based on the characteristics of
the mixed coins discovered, the authors propose several relevant anti-money laundering measures.
Apart from money laundering through currency mixing services, the research paper [69] summarizes
three typical transaction modes suspected of being involved in money laundering: aggregations,
folding, and splits. Aggregations refer to transferring the balances of multiple related bitcoins to the
same address; folding involves mixing illegal addresses with other normal addresses for aggregation
transactions; splitting refers to transferring bitcoins from one address to multiple different addresses.
Fraud is another significant issue due to the natural attributes of blockchain, such as participant
anonymity, lack of border restrictions, and financial payment, combined with the relatively lagging
laws and regulations. Various illegal activities utilizing blockchain platforms like Bitcoin and
Ethereum, including transactions in black markets and Ponzi schemes, have become rampant. These
activities pose a substantial challenge to national market supervision and result in significant losses
for investors participating in the blockchain. In May 2017, the U.S. Securities and Exchange
Commission (SEC) filed fraud charges against a Ponzi scheme operator suspected of digital currency
and imposed a $74 million fine. On September 4, 2017, the People's Bank of China and seven financial
regulators jointly issued a ban on Initial Coin Offerings (ICOs), mainly due to the potential
involvement of financial fraud. These examples illustrate the prevalence of illegal activities based on
blockchain technology. Hence, it is a pressing and practical research problem to study how to identify
potential scams through blockchain data analysis. Ponzi schemes exploit new investors' funds to repay
existing investors, and scammers generate income from fees and other sources. The popularity of
smart contracts has led to an increase in Ponzi schemes. These scams are more deceptive due to the
reliability and automated execution offered by blockchain-based contracts. By examining the source
code of several free software contracts and scanning the network, over 100 smart contract-based
Pyramid schemes based on Ethereum were uncovered. The normalized Levenshtein proximity method
was used to identify similarities and partially hidden Ponzi schemes. SAD-Ponzi, a semantic-aware
detection approach for Ethereum smart contract Ponzi frauds, was developed. The researchers
presented a heuristically assisted symbolic execution technique to uncover investor-related transfer
behaviours or distribution strategies. In a controlled experiment on a well-labelled baseline, SAD-
Ponzi achieved flawless precision and recall, surpassing all other computer algorithms. Using SAD-
Ponzi, all 3.4 million Ethereum smart contracts distributed by externally-owned accounts (EOAS)
were examined, revealing 835 Ponzi schemes with $17 million in victim investments. This research
highlights the importance of identifying and eliminating blockchain-based Ponzi schemes [67]-[71].
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5. Discussion

The technology known as blockchain is still relatively new, yet it has already shown the potential
to revolutionize a wide variety of sectors. While the primary applications of blockchain technology,
such as Bitcoin and smart contracts, are currently the most prominent, the future of blockchain holds
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immense promise in various fields. Consequently, data analysis based on blockchain will also exhibit
the diversity of project goals and the uniqueness of the technology. In this section, we will present
three potential avenues for future research, along with the challenges associated with each direction.
The Limitations of Blockchain can be clarified as Blockchain-based businesses and applications have
significant potential. The implementation of blockchain technology, however, presents a number of
obstacles. The utilisation of blockchain technology in Bitcoin presents numerous advantages as well,
whereas, one of these involves eliminating the necessity for transactions to undergo authorization for
the individuals who possess an interest in investing in cryptocurrencies have the capability to do so
independently, without relying on the guidance or expertise of traditional financial advisors.
Furthermore, the utilisation of a debit or credit card does not necessitate the involvement of a banking
institution, it is feasible to engage in borrowing and lending monetary resources even in the absence
of banks. In instances where expeditious completion of a transaction is required, the involvement of
upper-level management inside the banking institution is not deemed essential. This advantage proves
to be quite advantageous for public blockchains.

6. Conclusion

Despite being a relatively young technology, blockchain has demonstrated its potential to disrupt
various industries. The introduction of blockchain 1.0 with Bitcoin and subsequent developments like
blockchain 2.0 with Ethereum have expanded the scope of data that can be stored on blockchain
networks. While the growing popularity of blockchain has raised concerns regarding user privacy and
illegal financial activities, it has also facilitated significant technological advancements. The unique
characteristic of blockchain technology, which utilizes cryptographic hashes to record transactions,
presents an unprecedented opportunity for academic researchers to analyse publicly available
blockchain data. This invaluable resource enables researchers to address challenges in ways that were
previously unattainable. Hence, it is crucial to highlight the research problems, achievements, and
potential avenues for future exploration and challenges in the field of blockchain data analysis. This
article provides a comprehensive overview of blockchain data analysis by examining fundamental
data types, analytical techniques, architecture, and operations within the blockchain ecosystem. The
analysis of blockchain data identifies seven primary research challenges: entity recognition, privacy
risk analysis, network representation, network visualization, market impact, and transaction pattern
recognition. These challenges serve as focal points for further investigation and development. Looking
ahead, future research directions, opportunities, and challenges in blockchain data analysis are
discussed based on the identified gaps in previous studies. By addressing these research gaps and
harnessing the vast potential of blockchain data, researchers can contribute to advancing the field and
gaining deeper insights into the complexities of blockchain technology. In conclusion, this review
underscores the importance of blockchain data analysis and its implications in academia. Through the
exploration of research challenges, achievements, and prospects, researchers can enhance their
understanding of and address the intricacies associated with blockchain technology, ultimately
fostering innovation and progress in this dynamic field.
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